HAMATKA J[JIAA KJ/IMEHTOB 110
SAIIIUTE HHOOPMAIIUH
000 MKK «M-Kanuma»




1. OBLIME ITOJIOKEHUA

1.1. Hacrosmas nmamsTka pazpaborana B coorBercTBuu ¢ [lonoxxennem banka Poccun ot 17
anpens 2019 r. N 684-I1 «O06 ycraHoBieHUH 0053aTENBHBIX JUISI HEKPEIUTHBIX (PUHAHCOBBIX
opranu3anuii TpeOoBaHMH K O0O0ECNEUYEHUIO 3aluThl HH(QOpPMAIMM TPH OCYIIECTBICHUU
NEATeNbHOCTH B cdepe (UHAHCOBBIX DPHIHKOB B IENIAX MPOTHBOACUCTBHUS OCYIIECTBICHUIO

HE3aKOHHBIX (PMHAHCOBBIX oneparuii» i kiueHToB OO0 MKK «M-KATIUTAJ».

1.2. Hacrosmue mamsTKa pasMemaercss B MecTax okazanus yciayr OOO MKK «M-
KAIIUTAJI», B

oM uncie Ha opunmanpHOM caiite OO0 MKK «M-KATIUTAJD».
2. OCHOBHBIE ITOHATUA

1.1. H®O - 000 MKK «M-KAIIUTAJl», sBastonieecss HEKpEeIUTHOW (UHAHCOBOM
OpraHu3aiueil, OCyIeCcTBISAIONEeH (UHAHCOBBIE ONEpalud B COOTBETCTBHM CO CT. 76.1
®enepansaoro 3akoHa oT 10 mroms 2002 1. N 86-®3 "O ILlentpansHoM Oanke Poccuiickoit
Oenepanun (banke Poccun)".

1.2. KimeHT — TpeThbe JIMI0, B OTHONICHHH KOTOPOTO OCYIISCTBIISIFOTCS MEPHI IO 3alluTe
nH(popMaluy, MoTydaeMoi, MoAroTaBInBaeMoil, oOpadaTeiBaeMOM, Nepe1aBaeMoil U XpaHUMOM
B AaBTOMATH3MPOBAHHBIX CUCTEMAX, UCTIOIb3yeMbix HDO.

1.3. BpenoHOCHBI KOJ - TPOTPAMMHBIA KOJ, MPUBOJAIIUN K HAPYIICHUIO MITATHOTO

(YHKIIMOHUPOBAHUS CPEJICTB BHIUNCIUTEIHHON TEXHUKU.
14. VYcTpoHWCTBO — CpPEACTBO BBIYUCIUTEIBHOW TEXHUKH, HCIOJIb3YyeMOE KIUEHTOM |

OTAEJICHHOE OT aBTOMAaTHU3UPOBaHHOW cucTeMbl HDO, B KOTOpOH COAEPKHUTCS 3alluiiacMmas
nHpopManus M KOTOpoe HcHoJjib3yercs KimeHTOM ¢ Ienblo OCYyIIeCTBICHUS (UHAHCOBBIX
onepanuii (MOOMIBHBIN TenePOH, MEPCOHATHHBIM KOMIBIOTEP H T.1I.)

1.5. HecaHKIMOHUPOBAHHBIA JOCTYm — JOCTYyN K UWHpOpManuM WA JEHCTBHS C
nHpopManuel, Hapymaromue O0e30MacHOCTh  3amuiiaeMoll  uHMOpMaIuu, C  ICNbI0
OCYIIIECTBICHUSI (UHAHCOBBIX ONEpalMii  JUIlaMH, HE OOJaJaroluMU  TPaBOM  HUX
OCYIIIECTBJICHUSI.

3. HEJIN U ITOPAAOK TPUMEHEHN S MEP

1.1. Hacrosmas namsaTka pa3padoTaHa B CICAYIOIINUX [EISX:
3.3.1. UudopmupoBanue KmuenroB H®DPO o0  BO3MOXKHBIX  pHCKaX  IMOJTYYCHHUS

HecaHKIIMOHMPOBAaHHOTO JOCTYMa K 3alldIiaeMoi WH(QOPMAIMU C LEIbI0 OCYIIECTBICHUS
(MHAHCOBBIX OTIEPALIUii JTMLAMHU, HE 00JIaJafOIIIMH IPABOM HX OCYIIECTBIICHUS;

3.3.2. UudopmupoBanue  Kiuenrtos H®O 0 Mepax 1o MPEAOTBPALIEHUIO
HecaHKIMOHMPOBAHHOTO JOCTYyNa K 3alluiiaeMoil MHQoOpManuy, B TOM 4YHCIEe NpPU yTpaTre
(motepe, xumienun) Knuenrom VYcrpolicTBa, ¢ MCHOJIb30BAHMEM KOTOPOTO MM COBEPLIAINCH
JeWCTBUS B LIEJISAX OCYLIECTBICHHUs (PMHAHCOBOM ornepanuy;

3.3.3. Nudopmuposanue KiuenroB HOO o Mepax 1o KOHTpOJII0 KOH(UTrypauu Y cTpoicTBa, ¢
UCTOJb30BaHUEM KoToporo KimeHToM coBepiiatoTcss AECHCTBUS B IIENSAX OCYILECTBICHUS
(uHAHCOBOH Omepanuy;

3.3.4. Nndopmuposanue Knuenrop HDPO o mepax 1o CBOEBPEMEHHOMY OOHApY:KEHUIO

BO3/IelicTBUS BpenoHOCHOTO KO/Ia;
3.3.5. Nndopmuposanune KimentoB HPO o pexomenpanmusx mo 3amuTe HWHGOpMALUU OT

BO3/ICWCTBUS MTPOTPAMMHBIX KOJIOB, IPUBOAALINX K HAPYIICHUIO IITATHOTO (P)YHKIIMOHUPOBAHUS
CpeACTBa BBIYMCIUTENBPHON TEXHHKH, B IENAX MPOTHBOJCHCTBUS HE3aKOHHBIM (PMHAHCOBBIM
onepanusim.



3.3. MunuMmM3anus pHUCKOB MoJydeHHs HecaHKIMOHMPOBAHHOTO JOCTyHa K 3allUIaeMOi
uHpOpMAIUK JAOCTUTACTCsA MyTeM KOMIUIEKCHOTO Moaxoja: Kak co ctopoHsl HOO, Tak u co
cropoHsl Knuenra.

1.1. H®O npunuMaer Mepsl NO 3ammre HHPOPMAIMH B COOTBETCTBUHM CO CBOMMH

BHYTPEHHUMU JOKYMEHTAMM.
1.2. KumeHT npuHMMaeT Mephl IO 3am|Te HHQOPMAIMH B COOTBETCTBHUH C HACTOSIICH

OaMATKOU.

4. BO3MOJKHBIE PUCKHU TTOJTYYEHUST HECAHKLIMOHUPOBAHHOI'O JIOCTYIIA
K 3AIUIIAEMOI MTHOOPMAITN

1.1. K oOmwuM npuurvHaM BO3HUKHOBEHHUS PHUCKOB MosydeHuss HecaHKIMOHUPOBAHHOTO

JIOCTYTIa K 3allMIaeMoi HH(OpMAaLIMU OTHOCSATCS:
1.1.1. HeorpaHu4eHHBbII JOCTYI TPETHUX JIMIL K Y CTPOUCTBY;
1.1.2. HeorpaHW4YeHHBII TOCTYI TPETHUX JIUI K MHPOPMAIIUHU O TTAPOJISX U JIOTHHAX,

WCIIOJIb3YEMBIX IS BXOJ1a B MH()OPMAIIMOHHBIE PECYPCHI;

1.1.3. HecoOmonenne pexnMa KOHQUACHIMAILHOCTH B OTHOIICHHH  3alHINaeMOM
nHpopmalry B ”HGOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTH « IHTepHEeTY;

1.1.4. VTpara (noteps, xuiienue) Knuentom Ycerpoiictsa;

1.1.5. OrcyrcTBHE HAANEXKAIIETO MPOrPaMMHOI0 00ECTIeUeHUs;

1.1.6. OtcyrcTBUE HAAISKAIIETO AHTUBUPYCHOTO MTPOTPAMMHOTO 00ECTICUSHHST;

1.1.7. HecobOmonenne KiueHTOM peKOMEHAAM HACTOSIIEW TaMATKH TI0  3aIluTe
nHpopMaIuu.

1.2. IlepedeHb NpUYMH BOSHUKHOBEHHS PUCKOB MOTydYeHUs HecaHKIIMOHUPOBAaHHOTO AOCTYIa
K 3amuiraeMo uHpOpManuu, omnpenaeneHHbd M. 4.1 HacTosImIeW MaMsITKHA, HE SBISETCA
ucyepneiBatomuM. [IpUunMHBl BO3HMKHOBEHMSI PHUCKOB TNOdydeHHs HecaHKIMOHWPOBAHHOTO
JOCTYTIa K 3allAIaeMoi HH(OPMAIIMU 3aBUCAT OT KOHKPETHON CUTYaIlHH.

5. PEKOMEHJIAIIUU T10 ITPUMEHEHUWIO MEP I10 ITPEJJOTBPAILIEHUIO
HECAHKIIMOHMPOBAHHOI'O JOCTVYIIA

11. B memax mnpeaoTBpamieHus HeECaHKIIMOHMPOBAHHOTO JOCTyMa K  3allUIIacMOu
nHpopManuu, B TOM uYucie mnpu yrpare (mortepe, xumieHuu) Kiomentom VYcTporcTBa, ¢
HCI0JIb30BAHUEM KOTOPOTO MM COBEPIIATUCH JEHCTBHS B IENAX OCYIIECTBICHUS (DUHAHCOBOM
onepauuu, HOO pekomennyer:
1.1.1. OrpaHuyuTh JOCTYI TPETHUX JUI] K Y CTPOICTBY, B TOM YHCIIE:

— HE OCTaBJIATh Y CTPOMCTBO O€3 MPUCMOTpa;

— HC IICPCIaBaTb yCTpOﬁCTBO TPCTbUM JIMLIAM.
1.1.2. Ol"paHI/I‘II/ITb JOCTYII TPECThbUX JINI K I/IH(i)OpMaLII/II/I 0 MapoJigX U JIOTUHAX, UCIIOJIb3yEMbIX

U1l BX0Ja B MH(POPMALIMOHHBIE PECYPCHI, B TOM YHCJIE:

— HCIOJIb30BaTh MapoJii, COCTABJICHHbIE M3 OyKB pa3jIMYHOIO PErucrpa, Hudp U 3HAKOB
MpENMHaHNS;

— HCIOJIb30BaTh pa3Hble MapoJid U JOTHUHBI JUIL BXOJa B pa3Hble MHPOPMALMOHHBIE
pecypesl;

— XpaHUTH JIOTHUHBI U TIAPOJIH B TaiiHE OT TPETHUX JIUII;

— HEe 3aIUChIBaTh U HE XPaHUTh JIOTUHBI U MAPOJIH Ul BX0Aa B MHPOPMALIMOHHBIE PECYPChI
Ha OyMa)XHOM HOCHTEJIE;

— HE WUCMOJb30BaTh (YHKIMIO 3allOMUHAHMS JIOTHHA M Mapojsl IpH BXOJAE B
nH(OPMAaIMOHHBIHN pecypc;



— HE€ HCIOJB30BAaTh B KAa4eCTBE MApojsi MMEHA, MaMSITHBIC AaThl, HOMEpa TeIepOHOB
JPYryro nHGOPMAIHIO, KOTOPAst MOXKET OBITh MOJIyueHa TPEThUMHU JIMIIAMHU.
1.1.3. Cobnromats pexxuM KOH(MUICHIIMATHFHOCTH B OTHOIICHUH 3alluIIaeMOol WH(OpMaIluu B
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM ceTu «IHTepHEeT», B TOM YHUCIIE:
— OlpaHU4YUBaTL  JOCTYI K  YCTpOWCTBY  pecypcam B MH(OpMaLMOHHO-
TEJIEKOMMYHUKAIMOHHOU cucteMe «HTepHET;
— HCIOJb30BaTh TOJIBKO HaJleXkKHbIE pabouyue mnopranbl JUisi HHPOPMAlMOHHOIO OOMEHa B
MH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHOH ceTH «HTepHeT;
— TPOBEPSTH AAPEC AIEKTPOHHOM MOYTHI OTIPABUTES IIEPES IPOCMOTPOM MTUCHMA;
— BHUMATEJIbHO aHAIU3UPOBATh CCHUIKY;
— HE OTKpbIBaThb NUChbMa U BJIOKEHHUS K HUM, TOJYYEHHbBIE MO AJIEKTPOHHOHN MOYTe, OT
HEU3BECTHBIX OTIPABUTEINEH;
— HE MepexXoJUTh IO AaKTUBHBIM CCBUIKAM, MOJIYYEHHBIM IO 3JIEKTPOHHOI Mmodre, OT
HEU3BECTHBIX OTIIPaBUTEIIEH;
— He pa3pemaTb  JOCTYIl — HporpaMMaM, CKauMBaeMbIM M3  HH(POPMAIMOHHO-
TEJIEeKOMMYHUKAIMOHHOM ceTH «/HTepHeT», K u3nuiHel nHpopmaluy;
— HE TMOAKIYAThCA K MyOnuuHbiM OecripoBogHbIM ceTsm  WIi-Fi, HesamuimeHHbIM
OECTIPOBOTHBIM CETSIM.
1.1.4. TlpenotBpatuth HecaHKIIMOHMPOBAHHBIN JOCTYI K 3allyiiaeMod MHGOpMalUUd TpU
yrparte (notepe, xuieHun) Knuentom YcrpoiicTBa, B TOM Uucie:
— He3aMeIUTEITLHO COO0mMUTh 0 (pakTe yrpathl Ycrporictea HOO;
— He3aMeJIUTENIbHO COOOIIUTh CBOEMY OIEpaToOpy COTOBOM CBSI3U O (pakTe yTpaThl
VYcerpoiicTa u 3a6mokupoBath SIM-kapry;
— 0o0paTuThcs B MPAaBOOXPAHUTEIIbHBIE OPTraHbl.
1.2. B nensx KOHTpoJig KOHQUrypauuu Y CTPOHCTBA, C UCOJIb30BaHUEM KoToporo Kinenrom
COBEPIIAIOTCS ACUCTBUS MO OCYIECTBICHUIO uHAHCOBOM onepannu, HOO pexomeHayer:
1.2.1. YcTaHOBUTH COOTBETCTBYIOIIEE MPOrPAMMHOE 0OECIIeYeHUE, B TOM YHCIIC:
— OCTaHOBHTbH CBOM BBHIOOP Ha JIMLIEH3MOHHOM IIPOTPaMMHOM 00€CIICUeHUN;
— CBOEBPEMEHHO yCTaHABJIMBATh JIOCTYIIHbIE OOHOBJICHHUS ONEPAIIIOHHON CUCTEMBI;
— 3arpykaTh M yCTaHaBIUBaTh MPOTPAMMHOE OOecreueHUe TOJIBKO M3 MPOBEPEHHBIX

HCTOYHHUKOB.
1.3. B memsix cBoeBpeMEHHOro oOHapykeHus BozaecTBus BpemonocHoro koma H®DO
pEKOMEHYET:

1.3.1. YcTaHOBUTH COOTBETCTBYIOIIEE aHTUBUPYCHOE MTPOrPaMMHOE 0OecIieueHre, B TOM YHUCIIE:
— YCTaHOBUTH aHTUBUPYCHYIO 3aIIUTY;
— YCTaHOBHTH aBTOMATH4YECKOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;
— OCYIIECTBIIATh PETYISAPHBII KOHTPOJIb aHTUBUPYCHOM 3aIUTHI.

1.3.2. CoOnrogaTh peKOMEHIAIMK HACTOSIIECH aMSATKH I10 3alTUTe HHPOPMAIIHH.



